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Complying with the federal privacy 
statute and its implementing regulations 
Definition of “non public personally 
identifiable information” (NPPI): 

“means any information a consumer 
provides to a bank to obtain a financial 
product or service…[any information] 
about a consumer resulting from any 
transaction involving a financial product 
or service between a bank and a 
consumer…or [any information] the 
bank otherwise obtains about a 
consumer in connection with providing 
a financial product or service to that 
consumer.” – Reg. P, Sections 
216.3(n) and (o). 

As a starting point for analysis, any 
information that is not in a public forum 

HOW SECURE IS YOUR DATA? 
Hear from loan star experts on how to protect your most valuable asset – Your 
customer!  In this session, we will discuss the challenges in keeping your data 
secured, legal ramifications to “loose info”, and regulatory oversight such as Gramm-
Leach-Bliley Act and SOX.  Don’t forget the paper side of our industry – document 
retention, shredding, what’s public information versus private as related to collateral 
and trailing documents, etc.  We will also discuss managing information risk and 
Security for Electronic Signatures and Records. 
 

 

 

 

 

 

 

 

 

 

 

 

 
Gramm-Leach-Bliley, Title V and Reg. P 
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should be considered NPPI 
 
Protecting NPPI Under Reg. P 
 
The Interagency Guidelines mandate: 
• All financial institutions must have an 

“Information Security Program” (ISP) that 
is designed to achieve the “objectives”: 

o Insure the security and 
confidentiality of customer 
information 

o Protect against any anticipated 
threats or hazards to the 
security or  

o integrity of such information, 
and 

o Protect against unauthorized 
access to or use of such 
information that could result in 
substantial harm or 
inconvenience to any customer. 

• The ISP must be comprehensive and 
contain administrative, technical and 
physical safeguards. 

• Financial institutions have flexibility in 
designing their ISP depending on their 
size, complexity, nature and scope of 
activities, and the sensitivity of the 
customer information at issue. 
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Protecting NPPI Under Reg. P 
 

 

 

 

 
Required Elements of an ISP 
 

 

 

 

 
Response Program Components 
 

 

 

 

 
“Sensitive Information” 
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Privacy: Gramm-Leach-Bliley Act  Overview 
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Banking Group 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
How to Comply 
– Designate one or more employees to 

coordinate the safeguards;  
– identify and assess the risks to 

customer information in each relevant 
area of the company's operation, and 
evaluate the effectiveness of the current 
safeguards for controlling these risks;  

– design and implement a safeguards 
program, and regularly monitor and test 
it; 

– select appropriate service providers and 
contract with them to implement 
safeguards; and  

– evaluate and adjust the program in light 
of relevant circumstances, including 
changes in the firm's business 
arrangements or operations, or the 
results of testing and monitoring of 

 

 

 
Financial Privacy Rule 

 

 

 

 
Consumers and Customers 

 

 

 

 
Types of Notices: 

 

 

 

 
Delivery of Privacy Notice 

 

 

 

 

Opt-Out Rights

 

 

 
Who Must Comply and How to Comply 
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safeguards.  
 
 
 
 
Employee Management and Training
• Check references prior to hiring 

employees who will have access to 
customer information.  

• Ask every new employee to sign an 
agreement to follow your organization's 
confidentiality and security standards 
for handling customer information.  

• Train employees to take basic steps to 
maintain the security, confidentiality and 
integrity of customer information, such 
as:  
• locking rooms and file cabinets 

where paper records are kept;  
• using password-activated 

screensavers;  
• rapid screen lock-outs; 
• using strong passwords (e.g., eight 

characters long);  
• restricting cell phone cameras;  
• restricting iPods;  
• Instruct and regularly remind all 

employees of your organization's 
policy - and the legal requirement - 
to keep customer information 
secure and confidential. 

• Provide employees with a detailed 
description of the kind of customer 
information you (they) handle 
(name, address, account number, 
and any other relevant information) 
and post reminders about their 
responsibility for security in areas 
where such information is stored.  

• Limit access to customer 
information to employees who have 
a business reason for seeing it. 

• Impose disciplinary measures for 
breaches. 

• Information systems include network 
and software design, and information 
processing, storage, transmission, 
retrieval, and disposal. Suggestions on 
how to maintain security data entry to 
data disposal:       
• Store records in a secure area. Make 

sure only authorized employees have 
access to the area. For example:  

• store paper records in a room, 
cabinet, or other container that is 
locked when unattended;  

• ensure that storage areas are 
protected against destruction or 
potential damage from physical 
hazards, like fire or floods;  
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• store electronic customer information 
on a secure server that is accessible 
only with a password - or has other 
security protections - and is kept in a 
physically-secure area;  

• don't store sensitive customer data 
on a machine with an Internet 
connection;  

• maintain secure backup media and 
keep archived data secure, for 
example, by storing off-line or in a 
physically-secure area; and 

• use appropriate oversight or audit 
procedures to detect the improper 
disclosure or theft of customer 
information.  

 
 
Practical Contracting Tips: 
• Define “security breach”  
• Vendor must notify data owner/licensee of 

breaches; must do so timely and with all 
details 

• Vendor to cooperate with and assist data 
owner/licensee and law enforcement; to 
include assisting owner/licensee with 
breach notices, obtaining owner/licensee 
approval for all vendor notices 

• Automatic amendment of vendor 
obligations to comply with changes to 
applicable law 
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Title: President of Arionzoe - Corp. 
 
Information Security 
Model, Process and Outputs 
 
 
 
 
 
 
 
 
In some cases, consequence severity may 

not change. The goal then is to drive 
“likelihood of occurrence” to zero. 

 
 
 
 
 
 
 
 
 
 
 

 

 
Security Breaches 

 

 

 
Varying state notification requirements 
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Information Security Model: 
1. Business & Risk Description 

(Foundation) 
2. Policy and Architecture (Framework) 
3. Solution Specification (People, 

Processes & Technology) 
4. Support (Testing, Maintenance & 

Sustainability) 
5. Education (Initial and Continual) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
“Assess and Re-assess Risk Throughout 
Process” 
 
 
 
 
 
 
 

Security Solutions: Model/Process/Outputs 
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The Results: 
• A security solution: 

• Derived from business 
requirements 

• Derived from defined business risks 
• Results in appropriate protection of 

business assets 
• Risk management capability 

• Each step after the risk 
summarization step forces a risk 
mitigation review for each identified 
risk 

• What one step cannot address, 
another step will address 

• The monitoring step ensures that 
risk management and monitoring 
always exists 

 
 
 
 
 
 
 
 
 
 
 
Ongoing Process: 
• There is no “one-time” solution to 

managing information security risks 
• Conditions change  Risks change 
• Each output is a living document that 

needs to be reviewed for accuracy and 
relevancy 
• Periodically (i.e., time-driven 

events) 
• Ad hoc (i.e., event-driven events) 

• Reapply process (or portions of 
process) as needed based on changing 
risks 

 
 
Name: Michael Laurie 
Title: Vice-President and Co-Founder of 
Silanis Technology Inc. 
 
 
Security for Electronic Signatures and 
Records in E-Mortgages 
 
 
E-Mortgages 
• Ensemble of standards and technologies 

required to prepare, execute, process 

 

The Results 

 

 

 

 

 

 

The Results: Ten “Must Have” Outputs 
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and store all or part of the documents 
required for a mortgage. 

E-Records 
• Records created, processed and stored 

solely in electronic format 
• E-Mortgage 
• SMART Doc  
• E-Signed PDF 
E-Signatures 
• Electronic, legal equivalent to paper 

signatures 
E-Vaulting and E-Storage 
• E-Vaulting – electronic processing and 

storage of electronic mortgage notes and 
related documents that will meet the 
legal requirements of electronic 
promissory notes 

• E-Storage – electronic storage of 
electronic documents that will meet 
requirements of investors and 
government agencies 

 
 
• MERS Registration 

• system of record for the mortgage 
industry to identify the current 
Controller (holder) and Location 
(custodian) of the Authoritative 
Copy of e-Notes 

• DOES NOT STORE THE E-NOTE 
• Distinguishes the Authoritative 

Copy 
• Authoritative Copy - Electronic 

equivalent of an original copy – a 
copy that is under control of the 
owner or custodian of the 
document. All other copies are 
identifiable as copies. 

 
 
 
 
 
 
 
Conclusion: 
• Security is a process, not just a 

technology 
• It needs to apply end-to-end to prevent 

security holes and unwanted fraud 
• E-Mortgages can be more secure than 

the paper world when implemented 
correctly 
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Last 15 minutes of session will be open 
to questions to panel speakers. 
 
Q& A cards will be picked up by the 
moderator at 9:30 AM 
 
 

Questions and Answers 
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