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From E-Discovery To E-Admissibility?
Lorraine v. Markel And What May Follow

Client Alert

The recent decision in Lorraine v. Markel
American Insurance Company, 2007 WL 1300739
(DMd May 4, 2007) by United States Magistrate
Judge Paul W. Grimm is an excellent guide to an
important aspect of the care that MAY be or
become necessary when parties attempt to offer
electronic information in evi-
dence. In that case, involving
contract interpretation issues,
Magistrate Judge Grimm
refused to allow either party
to offer e-mails in evidence to
support their summary judg-
ment motions. He found
they failed to meet any of the
standards for admission
under the Federal Rules of
Evidence. The emails were
not authenticated but simply
attached to the parties’
motions as exhibits, as has
been a common practice. This alert summarizes
Judge Grimm’s opinion, and then discusses briefly
where it may lead e-contract and other e-document
management programs.

Little could the owner or insurer of the pleasure
boat Chessie have known that the lightning that
struck Chessie while it rested at anchor would ulti-
mately ignite a 101-page opinion that may change
the processes organizations employ to create,
maintain, search, produce and proffer electronic
documents. The trouble started after the initial
claim was paid, when the boat was pulled out of
the water and damage to the hull was discovered
under the waterline. The dispute related to the par-
ties’ enforcement of their arbitration agreement
relating to this later-discovered damage. Each of
the parties attached to their pleadings emails
exchanged in the course of negotiating the arbitra-
tion agreement. In a major departure from current
common practice regarding electronic communica-
tions, the opinion states that—even though neither
party directly challenged the admissibility of the
other’s email evidence—the court was not in a

position to consider the emails, because no basis
had been provided by the parties for admissibility
or authentication.

How A Proponent Of Electronic Evidence May Lay
Sufficient Foundation For Its Admission

Judge Grimm provides
not only a review of the
requirements for admitting
electronic evidence under
the Federal Rules of
Evidence, but a practical
discussion of some of the
technology and document
management issues raised
by those requirements, such
as hash values and other
indicia of authenticity,
metadata and collection
techniques.1 He notes cor-

rectly that while there has been extensive discus-
sion of the rules regarding discovery of electroni-
cally stored information (“ESI”), very little has
been written about “what is required to insure that
ESI obtained during discovery is admissible into
evidence at trial, or whether it constitutes ‘such
facts as would be admissible in evidence’ for use in
summary judgment practice.” He does not ignore
the complexity arising from the evidentiary “fla-
vors,” including e-mail, website ESI, internet post-
ings, digital photographs, and computer-generated
documents and data files.”2 He notes that courts
have recognized that authentication of ESI may
require greater scrutiny than for the authentication
of “hard copy” documents, but “they have been
quick to reject calls to abandon the excising rules
of evidence when doing so.”3

Judge Grimm discussed five evidence stan-
dards ESI evidence must satisfy: (1) is the ESI  rel-
evant (under Rule 401); (2) is it authentic (under
Rule 901(a)); (3) is it hearsay (under Rule 801) and,
if so, does it constitute an exception under Rules
803, 804 and 807, (4) does it comply as an original



or duplicate under the original writing rule
or, if not, can it be admitted pursuant to the
admissible secondary evidence rules 1001-
1008 to prove the content of ESI and (5) is
the probative value of the ESI substantially
outweighed by the danger of unfair prejudice
or another factor identified by Rule 403.4

1. Relevance
Judge Grimm notes that proving that

ESI has some relevance (i.e., evidence having
any tendency to make the existence of any
fact that is of consequence to the determi-
nation of the action more probable or less
probable ) is not hard for counsel, but urges
for ESI articulating all of what may be multi-
ple grounds of relevance.5

2. Authentication
More complex is the requirement that

ESI be shown to be authentic (that the mat-
ter in question is what the proponent claims
under rules 901 and 902). Authentication of
ESI may require greater consideration than
required for paper documents, and courts
will demand that proponents of ESI evi-
dence pay more attention to the foundation
requirements than has been customary for
introducing paper evidence. Yet Judge
Grimm notes only a prima facie showing is
required, but counsel often fail to meet this
minimal showing.”6

While 901(a) addresses the requirement
to authenticate, Rule 901(b) provides ten
non-exclusive examples of how authentication
of electronically generated or stored evi-
dence may be accomplished.7 The impor-
tant thing is to plan in advance how the
electronic evidence will be authenticated
because Courts have accepted a number of
the methods discussed in Rule 901(b) as well
as some methods not included in the Rules.

Judge Grimm focuses on these 901(b)
examples:

901(b)(1) Testimony of witness with
knowledge;8
901(b)(3) authentication by “[c]omparison
by the trier of fact or by expert witnesses

with specimens which have been
authenticated;”9

The frequently-used Rule 901(b)(4),
which permits authentication by cir-
cumstantial evidence;10

Metadata may also be used to authenti-
cate electronic evidence under Rule
901(b)(4).11

Proof of custody of public records or
reports under Rule 901(b)(7);12 and
“Evidence describ-
ing a process or
system used to pro-
duce a result and
showing that the
process or  system
produces  an accu-
rate result” under
Rule 901(b)(9).13 

Rule 902 may also be
used for authentication.
ESI may be authenticated
without extrinsic evi-
dence by the 12 methods
set forth in Rule 902.
Rule 902 has the advan-
tage of not requiring the
sponsoring testimony of any witness to
authenticate the exhibit since its admissibility
is determined simply by examining the evi-
dence itself, along with any accompanying
written declaration or certificate required by
Rule 902. “Although all of the examples con-
tained in Rule 902 could be applicable to com-
puterized records, three in particular have
been recognized by the courts to authenticate
electronic evidence: 902(5) (official publica-
tions); 902(7) (trade inscriptions); and 902(11)
(certified domestic records of regularly con-
ducted activity).” See, as an example of
902(5), Equal Employment Opportunity
Commission v. E.I. DuPont de Nemours and Co.,
2004 WL 23457556 (E.D. La. Oct 18, 2004)
(printouts of postings on the website of the
United States Census Bureau were admitted
into evidence as self-authenticating under
Rule 902(5)).14

Courts have also embraced non-tradi-
tional methods of authentication. In

Telewizja Polska USA, 2004 WL 2367740, the
Court determined that exhibits depicting the
content of the defendant’s website at vari-
ous dates several years in the past were
admissible, based on an “affidavit from a
representative of the Internet Archive
Company, which retrieved copies of the
defendant’s website as it appeared at relevant
dates to the litigation through use of its
‘wayback machine.’”15

Judge Grimm notes
that there are many ways
in which email evidence
may be authenticated,
with the most  frequent
ways being “901(b)(1)
(person with personal
knowledge), 901(b)(3)
(expert testimony or
comparison with authen-
ticated exemplar),
901(b)(4) (distinctive
characteristics, including
circumstantial evidence),
902(7) (trade inscrip-
tions), and 902(11) (certi-
fied copies of business

record).”16 The other common forms of
ESI discussed by Judge Grimm are Internet
Website Postings,17 Text Messages and Chat
Room Content,18 Computer Stored Records
and Data,19 Computer Animation and
Computer Simulations20 and Digital
Photographs.21 He recognizes that there is
no single approach to authentication that
will work for all such diverse media types.

Judge Grimm contrasts the lenient
approach of admissibility of computer
records by the Tenth Circuit in United States
v. Meienberg, 263 F.3d 1177, 1180-81 (10th
Circuit 2001), where evidence or printouts
of computerized records of the Colorado
Bureau of Investigation were admitted, with
In re Vinhee, 336 B.R. 437-445 (B.A.P. 9th
2005), which excluded business records of
the credit card issuer of a Chapter 7 debtor,
for failing to authenticate them.22 Judge
Grimm recognizes that more courts have
tended to be lenient, rather than requiring
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Client Alert
the demanding approach, but that commen-
tators and courts increasingly recognize the
special characteristics of electronically
stored records and the need to consider the
accuracy and reliability of computerized
evidence in ruling on its admissibility.23

3. Hearsay
The third requirement for admissibility

of ESI emphasized by Judge Grimm is
hearsay. As Judge Grimm noted, “[h]earsay
issues are pervasive when electronically
stored and generated evidence is intro-
duced.” At issue are Rules 801-807 and
Judge Grimm cites five separate questions
that must be answered: (1) Does the
evidence constitute a statement (Rule
801(a))?, (2) was the statement made by
declarant (Rule 801(b))?, (3) is the state-
ment being offered to prove the truth of its
contents (Rule 801(c))?, (4) is the statement
excluded from the definition of hearsay
(Rule 801(1))?, and (5) if the statement is
hearsay, is it covered by one of the excep-
tions identified at Rules 803, 804 or 807?
Hearsay and its applicability to ESI are
discussed in depth by Judge Grimm, who
raises important issues when planning for
admissibility of electronic information.24

4. Original Writing Rule
The next evidentiary issue Judge

Grimm evaluates for  the admissibility of
electronic evidence concerns application of
the Original Writing Rule under Rules 1001-
1008. The rules require an “original to
prove the contents of a writing, recording or
photograph unless secondary evidence is
deemed acceptable.”25

An issue that Judge Grimm explains will
arise in certain cases is whether the Original
Writing Rule applies at all. Judge Grimm
cites an example of when the Original
Writing Rule did apply to electronic evidence
involving a police officer cutting and pasting
the text of the text messages from an internet
chat room into a word processing program.
The printouts, which were then introduced
into evidence, were prepared from the pro-
gram. The Court found that the State was

proving the content of a writing, but that
the printout was an original, and could be
found to be the “Best Evidence” of the
conversations at issue.26

Of Judge Grimm’s discussion of Rules
1001-1008, relating to the Original Writing
Rule and secondary evidence, certain points
deserve special mention. Rule 1004, involving
the use of secondary evidence, identifies
four circumstances in which secondary evi-
dence may be
i n t r o d u c e d
instead of an
original. The first
circumstance is,
“Originals lost or
destroyed. All
originals are lost
or have been
destroyed, unless
the proponent
lost or destroyed them in bad faith.” Judge
Grimm notes that this first circumstance
may be particularly suited for electronic evi-
dence, and citing FRCP 37(f)’s new, limited
“safe harbor,” states that “the new rule evi-
dences the widespread recognition that elec-
tronically stored information is not infre-
quently lost or destroyed.”27

Another noteworthy reference is Rule
1006, which recognizes another source of
secondary evidence to prove the contents of
voluminous writings, recordings or photo-
graphs.28 Judge Grimm stated that
“[b]ecause the production of electronically
stored information in civil cases frequently is
voluminous, the use of summaries under
Rule 1006 is a particularly useful evidentiary
tool, and courts can be expected to allow the
use of summaries provided the procedural
requirements of the rule are met.”29

5. Balancing Probative Value Against
Unfair Prejudice

The final step to consider with regard
to electronically prepared or stored evi-
dence raised by Judge Grimm is the need to
balance its probative value against the
potential for unfair prejudice or other harm

under Rule 403. Judge Grimm suggests
four circumstances where courts, under
Rule 403, are particularly likely to consider
whether the admission of electronic evi-
dence would be unduly prejudicial: (1)
When the evidence would contain offensive
or highly derogatory language that may
provoke an emotional response; (2) when
analyzing computer     animations, to deter-
mine if there is a       substantial risk that
the jury may mistake them for the actual

events in the liti-
gation; (3) when
considering the
admissibility of
summaries of
voluminous elec-
tronic writings,
recordings or
p h o t o g r a p h s
under Rule 1006;
and (4) in cir-

cumstances when the court is concerned as
to the reliability or accuracy of the infor-
mation that is contained within the elec-
tronic evidence.30

Processes That Mitigate Risks Of Failure Along
The ESI Value Chain

Judge Grimm’s mini-treatise is a must
read for those involved in designing and
implementing effective e-contracting
processes and systems, and processes for the
creation and maintenance of ESI more
generally. Vendors developing document
management and content management sys-
tems need to incorporate a strategy for
admissibility of ESI into the entire ESI
value chain, from creation to maintenance,
custody, security and access rules, to search,
preservation, production and admission as
evidence, to destruction. All along this
chain the ESI faces risks of failing, for
example failing to be admissible, to be
enforceable or to be persuasive. Judge
Grimm raises many such risks of failure, and
also implies—sometimes much less direct-
ly—processes for mitigating and managing
those risks.
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In the past five or more years, such

processes have been under examination and
development in connection with electronic
signature law. The electronic signature laws
in the U.S., both the state enactments of the
Uniform Electronic Transactions Act, or
UETA, that is in effect in forty-six states,
and the federal ESIGN Act that applies in
the other four and in certain federal matters,
clearly provide that signatures may not be
denied solely because they are electronic,
and contracts formed exclusively through
electronic means may not be denied solely
because they are in electronic form. Neither
ESIGN nor UETA give higher status to
electronic signatures or e-contracts than to
signatures or contracts signed using wet ink
on paper. All the other rules and legal prin-
ciples applicable to signature and contracts,
including rules of evidence, apply equally to
e-records and e-contracts.

If the ultimate goal of an e-signature is
to enforce the terms of the record on which
it appears against its signer, the person seeking
to enforce that record must meet the admis-
sibility threshold described by Judge Grimm.
The proponent needs to be able to persuade
a jury of the terms of the e-contract and
that the other person signed it. To get the
document before the jury, the e-contract
with the e-signature needs to be admissible
as evidence. To establish the terms associat-
ed with an e-signature it is necessary to
understand both the rules for authenticating
the e-document and  the essential elements
of an effective e-signature and e-contracting
process. Litigators and designers of docu-
ment management systems need to be aware
of these and other ways in which the
authentication of ESI can be challenged
under ESIGN and UETA as well as under
the Federal Rules of Evidence.

For example, to introduce a hard copy
of the terms and conditions of a contract
formed using e-signatures at a company’s
website may require a credible witness at the
company to testify or swear to the e-con-
tracting process as a way to authenticate the
hard copy of such record bearing the party’s
signatures. In testifying about the e-con-

tracting process and why the witness is
confident that the hard copy accurately
reflects the e-contract as it was in fact
formed, the witness may be challenged on
the various steps taken by the company to
verify the identity of the person signing the
e-contract, to secure the e-record after the
e-contract was signed, to securely archive
and retrieve the electronic record and a host
of other aspects of the e-contracting and
ESI management processes.

An effective e-contracting process
addressing such topics can withstand such
challenges at the admissibility phase as well
as enhance the overall credibility of the hard
copy as a true and accurate record of the
e-record. Creating and securely archiving
and retrieving an audit trail of the entire ESI
management process, from the steps to verify
the identity of the persons signing the
record all the way through to sealing elec-
tronically the document and then securely
archiving and retrieving the e-contract are
examples of essential elements of an effec-
tive e-contracting process. These same steps
enhance the overall persuasiveness of the
hard copy of the e-contract as well.31 

This Client Alert can only highlight some
of the ESI and evidentiary issues discussed
so well by Judge Grimm, and can only offer
a brief glimpse of the implications of those
issues for ESI management processes. More
on this topic will surely follow.

End Notes

1. All references to rules herein refer to the
Federal Rules of Evidence. The page numbers
in parentheses cite to Judge Grimm’s
Memorandum Opinion as originally published
by the Court.
2. P. 8.
3. P. 18. Judge Grimm cites, for example, In
Re F.P., A Minor, 878 A.2d 91, 95 (Pa. Super.
Ct. 2005) (“Essentially, appellant would have
us create a whole new body of law just to deal
with e-mails or instant messages . . . we believe
that e-mail messages and similar forms of elec-
tronic communications can be properly
authenticated within the existing framework of
[the state rules of evidence].”) (pp. 18-19). See

also the cases cited by Judge Grimm including
In Re Vee Vinhee, 336 B.R. 437 444 (B.A.P. 9th
2005) and United States v. Safavian, 435 F.Supp.
2d 36, 41-42 (D.D.C. 2006).
4. P. 9.
5. Pp. 15-16.
6. P. 17. Judge Grimm quotes from Weinstein’s
Federal Evidence, [Jack B. Weinstein & Margaret
A. Berger, Weinstein’s Federal Evidence (Joseph
M. McLaughlin ed., Matthew Bender 2d ed.
1997) (hereinafter, “Weinstein”)] at Section
900.06[3]. that “In general, electronic docu-
ments or records that are merely stored in a
computer raise no computer-specific authenti-
cation issues. If a computer processes data
rather than merely storing it, authentication
issues may arise…The authentication require-
ments of Rule 901 are designed to set up a
threshold preliminary standard to test the reli-
ability of evidence. . . Factors that should be
considered in evaluating the reliability of com-
puter-based evidence include the error rate in
data inputting, and the security of the systems.
The degree of foundation required to authen-
ticate computer-based evidence depends on
the quality and completeness of the data input,
the complexity of the computer processing,
the routineness of the computer operation,
and the ability to test and verify results of the
computer processing.” (pp.18-19)
7. P. 20
8. P. 22
9. P. 23. In Safavian, 435 F.Supp. at 40, the
Court accepted 901(b)(3) as appropriate for
authenticating email.
10. P. 24. See United States v. Siddiqui, 235
F.3d 1318, 1322-23 (11th Cir. 2000). Judge
Grimm noted that one method under Rule
901(b)(4) is the use of “hash marks” when
making documents, and that “hash values can
be inserted into original electronic documents
when they are created to provide them with
distinctive characteristics that will permit their
authentication under Rule 901(b)(4). Also they
can be used during discovery or electronic
records to create a form of electronic ‘Bates
stamp’ that will help establish the document as
electronic.” Citing Federal Judicial Center,
Managing Discovery of Electronic Information, A
Pocket Guide for Judges, Federal Judicial Center, 2007
at 24, United States District Court for the District of
Maryland, Suggested Protocol for Discovery of
Electronically Stored Information 20.
11. Judge Grimm notes that under recently
revised Federal Rule of Civil Procedure 34, a
party may discover electronically stored infor-
mation in its “native format” which includes
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the metadata for the electronic document. As Judge
Grimm explained “[b]ecause metadata shows the
date, time and identity of the creator of an electron-
ic record, as well as all changes made to it, metadata
is a distinctive characteristic of all electronic evidence
that can be used to authenticate it under Rule
901(b)(4).” (p. 26- 27)
12. Judge Grimm cited the FRE 901(b) Advisory
Committee Notes, which states that public records
are regularly authenticated by proof of custody, with-
out more, and that 901(b)(7) “extends the principle to
include data stored in computers and similar meth-
ods, of which increasing use in the public records
area may be expected.” (p.28)
13. Pp. 29-30. This is “particularly useful in authen-
ticating electronic evidence stored in or generated by
computers.”
14. Pp. 30-34.
15. “The ‘wayback machine’ refers to the process
used by the Internet Archive Company,
www.archive.org, to allow website visitors to search
for archived web pages of organizations St. Lukes,
2006, WL 1320242 at *1. (p.37)
16. P. 40. In addition to Weinstein, at § 900.07[3][c],
Judge Grimm also cites, as a useful reference, Edward
J. Imwinkelried, Evidentiary Foundations § 403[4][b]
(LexisNexis 6th ed. 2005).
17. P. 41.
18. P. 43.
19. P. 44.
20. P. 49.
21. P. 52.
22. P. 47. That court adopted, with some modifica-
tion, an 11-step foundation proposed by Professor
Imwinkelried (in § 403[2], Imwinkelried, Evidentiary
Foundations.).
23. Citing the Manual for Complex Litigation at
§11.446.
24. Pp. 56-83.
25. P. 83. Judge Grimm states that traditionally this
has been referred to as the “Best Evidence Rule;” he
prefers the “Original Writing Rule,” since “secondary
evidence” in certain instances may be used. Citing
Weinstein, at § 900.07[1][d][iv], Judge Grimm states
that the Original Writing Rule has particular applica-

bility “to electronically prepared or stored writings,
recordings or photographs.” (p. 85)
26. Laughner v. State, 769 N.E.2d 1147 (Ind. Ct. App.
2002), abrogated on other grounds by Farjardo v. State, 859
N.E.2d 1201 (Ind. 2007). (p. 89)
27. “Given the myriad ways that electronic records
may be deleted, lost as a result of system malfunc-
tions, purged as a result of routine electronic records
management software (such as the automatic deletion
of e-mail after a set time period) or otherwise
unavailable means that the contents of electronic
writings may have to be proved by secondary evi-
dence” (p. 91)
28. P. 91.
29. P. 94. See, e.g., Wapnick v. Comm’r of Internal
Revenue, T.C. Memo, 2002-45 (T.C.2002).
30. Pp. 98-100.
31. In some cases, a person may seek to introduce
the ESI itself, and not a hard copy of the record, in
which case the person will still need to authenticate
the electronic record, using other authentication
steps described by Judge Grimm. For more informa-
tion on implementing e-contract and e-discovery
readiness processes, see:

http://www.lordbissell.com/newsstand/eSignatures_BTG.pdf
and

http://www.lordbissell.com/Newsstand/InformationMgmt_BTG.pdf
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