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High Impact – Requires immediate attention

Medium Impact – Requires attention

Low Impact – Needs future consideration

TYPE

Counterfeit

Skimming

Lost & Stolen

Identity theft

Credit loss

Bust-out

Non-receipt

E-Commerce/MOTO

Kiting

Phishing / Pharming

Collusion / internal

Claims

Padding

Staging

INDUSTRY RESPONSE

Hologram, EMV

EMV

EMV

Data pools

Internal CRM / data mining

Data pools / Analytics

Card auth

CV2, VbyV

Analytics

Education

Analytics

Analytics

Analytics

Data Pools
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Fraud Themes are Common Across a Bank 



3

An Integrated Fraud System Includes Two Key Components

Integrated 
Case Management 

Environment

Alerts / 
Events

EDD

SAR 
STRField 

Referrals

Dashboards & Reporting

Teller

Account Opening

Back Office

Product 
Development

Back Office

Marketing

Products

Transactions

Accounts

Relationships

Customers

External DataVisa / MC / 
AMEX

Detection & Monitoring Engines

Online Channel

Profile / BehaviorEmployee Screening / 
Monitoring

Check / Wires / 
Card / ACH

Customer  Identification
Initial Scoring

Factiva / Bridger

Early Warning
eFunds

External / Web

Bad Guy Lists

Customer Lifecycle 
Risk Scoring Engine 

Identity 
Recognition/
Resolution

Policy Management Control Point Assessment Framework

Corporate 
Security 

Law 
Enforcement

Governing 
Bodies

Investigators

Data Integration      /     ETL       /       Data on Demand
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Alert Management: Reduce False Positives

Enterprise Alert and
Case Management

• Combine alerts to create a 
composite score – eliminating 
duplication

• Assign alerts based on priority 
or risk – gaining effectiveness

• Enrich the data before an 
analyst touches it – improving 
efficiency

• Assign to appropriate people 
based on risk – leveraging skills

• Provide tools to facilitate 
investigation – finding the smart 
people doing evil things

The First “Key” Component is a common composite, 
investigative case management system

Multiple
Alert

Sources
Transaction 
Systems / 

Internal Data

Web & Other 
External Data

Document 
Management

Enrich
Triage Work

H
M
L

Assign

Investigative Case Management 

Given limited resources, Financial Services firms must cost effectively 
leverage existing investments in fraud prevention and detection
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Composite Case Management Synthesizes Disparate Fraud Info

REPRESENTATIVE CHANNELS FOR FRAUD

PIN Debit Check ATM Mortgage HELOC           Credit Card

Issuance

Usage

PIN-based 
Debit 
pattern & 
behavioral 
engines

Alerts

Opening

Deposit

Usage

Check 
pattern & 
behavioral 
engines 
(ASI 16/19)

Alerts

Issuance

Deposit

Usage

ATM 
usage 
pattern & 
behavioral 
engines 
(card, 
machine, 
cluster)

Alerts

Origination

Payment

Primarily 
collateral-
based; 
basic ID 
validation

Alerts

Origination

Extension

Usage

Payment

Collateral-
based; ID 
verification 
is often 
document-
based

Alerts

Issuance

Extension

Usage

Payment

Card 
issuance 
vetting; 
card usage 
pattern & 
behavioral 
engines

Alerts

Composite Case Management

Composite SAR Filing

D
etection Engines

Transactions

Creates a common view of fraudulent transactions and perpetrators and provides 
platform for consistency of rules, guidelines & enforcement practices

(Addresses both industry recommendations by BITS)
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The Second Key Component is Improved Entity Resolution
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#5. East Africa

Hag Muhammad 
Osman Abdurra’ib

1#. West Africa

Haj Imhemed 
Otmane Abderaqib

2#. Levantine

Muhamad 
Usman Abdel 
Raqeeb

#3. Iraq

Hajj Mohamed 
Uthman Abd Al Ragib

#4. Persian Gulf

Haj Mohd 
Othman Abdul 
Rajeeb

What’s in a Name

Systems must resolve multi-cultural names utilizing semantic 
technologies 
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Employee
Collusion

Fraud Networks

Enterprise Multi-Channel
Trust Verification

WHO KNOWS WHO?WHO IS WHO?

Cheque

Mrs. Kate Greene
1 Bourne St
Clinton MA 01510
Tel#978-365-5312
DOB 07/08/64
LIC#1702188364

Commercial

Banking
Mrs. Kathleen Greenwood
10 Sycamor St
Clifton MA 01510
Tel#614-389-6412 
LIC#7102188364 

Credit

Card

Ms. Cat Greenspan
1067 6th Ave
Clinton MA 01510
TEL#614-389-6412 
LIC#170UYRE-8364
DOB 07/09/66

?

?

?
Branch Manager
Mr. Earl Easygoing
3458 Waggoner Rd
Clinton MA 01510
Cell#788-365-4431 
LIC#ATB8576-873
DOB 07/09/78

Recently Added:
Suspected Fraudster
Mrs. Linda Sweetheart 
1067 6th Ave
Clinton, MA 01510
Tel: 376-557-5050
LIC#ATB8576-873
Incedent happened: 
07/09/04

Branch Phone Logs (07/09/04)
978-365-6631 
614-876-8456
376-557-5050
949-657-8128
513-876-2853
217-314-2127

And Systems must resolve obscured entities and identify networks of 
collaborators 

Internet

Banking

Ms. Kathy Greenwall
1 Wallace Ave
Clinton MA 01510
Cell#788-365-4431 
LIC#170UYRE-8364
DOB 07/09/63

?



9

In Summary, Two Key Infrastructure Changes Can Provide a Holistic View of Fraud 
while leveraging your Existing Alerting Infrastructure 
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Thank you!

Thank 
You

Merci
Grazie

Gracias

Obrigado

Danke

Japanese

English

French

Russian

German

Italian

Spanish

Brazilian Portuguese

Arabic

Traditional Chinese

Simplified Chinese

Hindi

Tamil

Thai

Korean

Boris Kusovski

614-866-9024

Kusovski@us.ibm.com
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Alert Management

•All Alerts in one 
workflow; not 
segregated by 
product or channel

•Work States allow 
for easy tracking

•Fields populated 
by calls to data 
sources

•Decision tree 
allows work to flow 
to case or false 
positive

•Related alerts, 
accounts, and 
customers are 
visible through 
open view
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Case Management

•Case data is 
carried over 
from the alert

•Multiple views 
allow for easy 
management 

•Automated 
SAR filing

•Separate 
financials tab 
tracks risk, 
preventions, 
losses and 
recoveries
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Dashboards

•Role based access 
to executive view
•Toggle between 
Executive and 
Report View
•Monitor Key 
metrics (aggregate)
Drill down to view 
details
•Monthly (Weekly) 
Trending views
•View by location 
on Map

SARs

SAFs
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