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Fraud Themes are Common Across a Bank W%HEHA@E

- High Impact — Requires immediate attention

Cards
Lending
Mortgage
HELOC
Cheque
ATM
Insurance
Securities

:] Medium Impact — Requires attention
C] Low Impact — Needs future consideration

TYPE INDUSTRY RESPONSE

Counterfeit Hologram, EMV - C] - C]

Skimming EMV - -

Lost & Stolen EMV - - - - - - -
Identity theft Data pools - - - - - - - -
Credit loss Internal CRM / data mining CH)CJCy () .y
Bust-out Data pools / Analytics - - - -
Non-receipt Card auth

E-Commerce/MOTO CV2, VbyV

Kiting Analytics
Phishing / Pharming Education
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Collusion /internal  Analytics

Claims Analytics
Padding Analytics
Staging Data Pools



An Integrated Fraud System Includes Two Key Components

Policy Management
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Integrated
Case Management
Environment

Data Integration  /

Data on Demand

@xternal / WeD 4 )
Teller Marketing Law
Bad Guy Lists Enforcement
: Product .
»  Account Opening Development Early Warning Governing
eFunds Bodies
Visa / Back Office Back Office . 3
ME Factiva / Bridger Investigators
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The First “Key” Component is a common composite,
Investigative case management system

Enterprise Alert and
Case Management

 Combine alerts to create a
composite score — eliminating
duplication

» Assign alerts based on priority
or risk — gaining effectiveness

e Enrich the data before an
analyst touches it —improving
efficiency

* Assign to appropriate people
based on risk — leveraging skills :
Multiple
. . Alert Transaction Web & Other Document
* Provide tools to facilitate Sources Systems / External Data Management
investigation — finding the smart Internal Data
people doing evil things

e

. o . . . . . 4
Given limited resources, Financial Services firms must cost effectively
leverage existing investments in fraud prevention and detection




Composite Case Management Synthesizes Disparate Fraud Info

Creates a common view of fraudulent transactions and perpetrators and provides
platform for consistency of rules, guidelines & enforcement practices

(Addresses both industry recommendations by BITS)
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Composite Case Management

Composite SAR Filing

PIN-based
Debit
pattern &
behavioral
engines

= |ssuance
= Usage

Check
pattern &
behavioral
engines
(ASI 16/19)

= Opening
= Deposit

= Usage

ATM
usage
pattern &
behavioral
engines
(card,

machine,
cluster)
Jar

= Deposit

= Usage

Primarily
collateral-
based;
basic ID
validation

=Origination
=Payment

Collateral-
based; ID
verification
is often
document-
based

=Origination
=Extension
=Usage

=Payment

REPRESENTATIVE CHANNELS FOR FRAUD

Card
issuance
vetting;
card usage
pattern &
behavioral
engines

=|ssuance
= Extension
=Usage

=Payment



The Second Key Component is Improved Entity Resolution

Who is Who &
Who KnowsWho? Who Knows Who...
Anonymously?

What'’s in a Name?

Establish
Unique Identity
* Across data silos
*On Demand

« Full attribution e« Data remains w/ owner

IBM Identity IBM Relationship IBM Anonymous IBM Global Name
Resolution Resolution Resolution ! Recognition

IBM Entity Analytic Solutions




Convention & Expo
EENETIINART TR + s TG SRR

Systems must resolve multi-cultural names utilizing semantic
technologies

L_HEJM Lc ,_)LASQ daxa C\A #3. Irag
1#. West Africa 2. Levantine Haijj Mohamed

: Muhamad Uthman Abd Al Ragib
Haj Imhemed Usman Abdel

Otmane Abderaqib

#5. East Africa #4. Persian Gulf

Hag Muhammad Haj Mohd
Osman Abdurra’ib Othman Abdul
Rajeeb ;

What's in a Name
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And Systems must resolve obscured entities and identify networks of

collaborators

Cheque

Credit
Card

Enterprise Multi-Channel

Trust Verification

Internet

Banking

Commercial

Banking

Mrs. Kate Greene
1 Bourne St
Clinton MA 01510
Tel#978-365-5312
DOB 07/08/64
LIC#1702188364

Ms. Cat Greenspan

Fraud Networks

1067 61 Ave
Clinton MA 01510
TEL#614-389-6412

LIC#170UYRE-8364"1
DOB 07/09/66

Ms. Kathy Greenwall

1 Wallace Ave
Clinton MA 01510

Cell#788-365-4431 _J

LIC#170UYRE-8364
DOB 07/09/63

Mrs. Kathleen Greenwodd
10 Sycamor St
Clifton MA 01510

Tel#614-389-6412

LIC#7102188364

Employee
Colldsion

Recently Added:
Suspected Fraudster
Mrs. Linda Sweetheart
1067 6™ Ave

Clinton, MA 01510

Tel: 376-557-5050

LIC#ATB8576-873
Incedent happened:
07/09/04

4"

WHO KNOWS WHO?
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In Summary, Two Key Infrastructure Changes Can Provide a Holistic View of Fraud
while leveraging your Existing Alerting Infrastructure
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Alert Management

. Multiple
sMultiple fraud ﬁlt_ers _ Event )
+«Create a composite view Sour Composite Dashboards

sIdentify common accounts

Integration -. ~
sLogically link data O o D

sIntemal and external Investigation

eHistorical
F 3
o Case Management . Alert < Post-

«Workflow & escalation Mgmt ! Process
Dat

:Aud?tiampﬁure . — Case Management —,

Investigation 4+ A,

«Ad-hoc query

sCorrelate data M
eSnapshots & Notes Integration

Post-Processing

el oss recovery
«(losed loop update of source

«SAR wizard for auto-filing
Internal Data External Data
Dashboards

o sExecutive scorecards for fraud & BSA
«Process mgmt to optimize effidency

sMetrics & reports to gauge effectiveness 9
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Thank you!
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Alert Management
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[#|Home | (4| Monitoring !

Ei Investigation

[#] Dashboard

B Administration

Alert Management Center

[ Assignment | Alert | False Positive | a Web Research | éprintﬂlert

Create New Alert J

| Eﬂ My Alerts | I__E Group Alerts|p Search Alerts | || PatsEposTtvE | Approve False Positive

Alert #

Type Created On Cases SARs Assigned To

Current State

| Reject False Positive @

Previous 5State |Score Risk Ind Risk Cd

0612061629|Fa|c0n |12.|r18.|'06

ECD Requested

Triage

Alert Details & Yerify Customer q Yerify Account

0612061625 Falcon A izfigf06 SLTSE0 EDD Requested |Triage
0612061774 | Identity Chek Undeterminad izfisf0e o] ] CHWSZ21 Triage Jpen 0.0
0612061763 Identity Chek Undeterrnined 1zfisfoe |0 ] CHNWS21 Triage Dpen 0.0
0612061752 Identity Chek Undeterrnined izfigf0e 1] o CHWE21 Triage Qpen 0.0 :]
w |
o o e o Page 2 of 34 Rows 101-200 of 3319
Alert Detail Customer Account Card Branch Comments Files Audit

Amount: !$D.DD

Alert Number: 0612061858 -
T T EWS Suspect Profile - Date: 12718020048
Sub-Type: KITE
BakID: 10043  OfficeID: 43604  cuUsTOMER: IO
Created On: 12/158/06 8:10 AM
ACCOUNT INFORMATION 01230910409 ACTIVITY  NUMBER AMOUNT
Imported On: 12/18/06 8130 AM
Belated Aect Clase Tape Opered  Credits: T7.00 205226761
Created By: WEIMBERE :
00000000000 B 00 07250003  Debits: 19.00 206259232
Assigned To: MAT255
Prew. Assignee: MHT355
e BALANCES KMS INFORMATION DATELAST
Eioe Tl CURRENT: 1613767 FILEDATE. 12156006 ACTIVE: 121562006
; |
G AVAILABLE: 1613767 CRRATIO: 0636364 DEPOSIT: 1211562006
AR AVERAGE: 1951785 TURNOVER: 0142198 STATEMENT: 1173072006
Card #: TTHCCT T EOTEDL nnn_ SWEICHT- PR0R3G RETITRNWFETILITENT 1 2<001 299

Progres=Bar is running

-
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*All Alerts in one
workflow:; not
segregated by
product or channel

\Work States allow
for easy tracking

Fields populated
by calls to data
sources

eDecision tree
allows work to flow
to case or false
positive

*Related alerts,
accounts, and
customers are
visible through

open view 11
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Case Management

File Edit Wiew Tools Help Lisa Zamzycki

2L1QH08 cPiet | || °Case datais

— — R
_ i |#/Home | [+|Monitoring | |+|Inwestigation | [+ Dashboard | [ Administration : |

from the alert

Investigation Center [ Aszsign | Case | SAR | Mo SAR | Sar Sup | Post Process | @ Create Case | E Web Research | é Print Case |

| Review Case H

|C‘§ My Cases I%Gruup Casns |P EEe Eas&i | Refer for Inv ﬂ | Req More Info m | Req Mor Review H | Return Review ﬂ | Return to Inv [EH

*Multiple views
allow for easy
management

Previous

Sub Type Created Dus Cases  SARs |Assigned To Current State

Case Mame

Internal Referral ACH Departmment 11/16f/06 12f15/0& O 1} MAEFE1  SAR - Closed  SAR -

AML Compliance  11/30/06

| : u,]

..e Q Fage 1 of 3 Rows 1-100 of 202

Automated

Lase Dates Summary Related Cases Incidents Financials Audit Files Reminders Comments .
x Details Subjects T Accounts T Fl alerts Card SAR fl I I ng
Information create Dup case [0 —
............................................................................. ~ Heviow Dhys: |5 vpdite
Case #: FID-2006-000003939 Case DEtaIIs Y :—| u e arate
L e s T TR R R A ° S p
Name: Ghetto Fabulas Enterpri... Prior External Cases Main Location:iBDSDct Select Branch E Due Date;i )
Type: Banking Centers : ; H -
" i | | | T | mupite financials tab
SubType: Counterfeit Branch Location Information : Refresh
. : : ; S [ -

State: SAR - Clossd [W External Paper File 29201 Telearaph Road { At Risk Involved®: $l1_?15990_0_! traC ks rISk
Disposition: Madify @ [T Employee Involvement Southfield MI  48034- Reported: $i1?,SDD.DD | !
Demand Letter [T Supplemental Research IPhone (248)371-6740 Fax (243) 356-345Ui Prevented: $IF| preventlons,

g —

[T aco i Line of Business: |{n0ne} ;I Recoversd™ $|Q_DP_| IOSSeS and

: T i 5 GfEEE
Case Created On: Mov &, 2006 Customer Tvpe: |Business (B -l Rayments= —| A -
Last State Change: Dec 15, 2006 Market: h Met Loss™: [ | reCOVe rIeS
Case Created By: RLDO11 —— : R R

= : Limk: Select Link E !
Assigned To: JoLzes :
ka1 inl, :'I
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Dashboards

Investigation Dashboard

Overall

Cases
Alerts SARs EDD ) create PDF :

Statistics 378 8 245 178 65 & print

| Monthly Trend of Alerts and Cases

& é‘_| IUioIation Amount, Losses and Recoveries

zm_u,év,/sk o
\.E/

162

Year: IZUDS ;i

\?_E/E_ SARs

0 e 3/1/06 O s71306 7/1/06 9/1/06

Halerts
Cases

Year: |2006 d .

|Reporting by Line of Business AN é‘ |

O consumer Banking
O wealth Mgmt

M commercial Banking
E finance and Credit

Powered by PiiE | Digital Harbor Copyright 2006,
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*Role based access
to executive view
*Toggle between
Executive and
Report View
*Monitor Key
metrics (aggregate)
Drill down to view
details

*Monthly (Weekly)
Trending views
*View by location
on Map

13
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