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Supreme Court Update
Watters v. Wachovia Bank

A national bank, which is regulated under Federal law, owns a
mortgage subsidiary, which is created under Michigan corporate law.
Is the mortgage subsidiary subject to oversight from Michigan?

The OCC, by administrative rule, limited visitorial powers over
mortgage subsidiaries of national banks to the OCC.
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Supreme Court Update
Watters v. Wachovia Bank

= Legal Questions
Presented:

= 1.) Isthe OCC’s
determination regarding
visitorial powers entitled to
judicial deference?

= 2.) Does the OCC’s
determination violate the
Tenth Amendment to the
United States Constitution?

AN
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State LLaw Overview: £ 4
Security Breach Notification

35 states have enacted Security Breach Notification
laws.

Companies and/or state and local governments must
disclose to consumers security breaches involving
personal information.

Often, the notification timeframe provided in the statute is
“the most expedient time possible, and without
unreasonable delay”
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State L.aw Overview:

Security Breach Notification

35 States have these laws:

ARIZONA
ARKANSAS
CALIFORNIA
COLORADO
CONNECTICUT
DELAWARE
FLORIDA
GEORGIA
HAWAII
IDAHO
ILLINOIS
INDIANA
KANSAS
LOUISIANA
MAINE

MICHIGAN
MINNESOTA
MONTANA
NEBRASKA
NEVADA

NEW HAMPSHIRE
NEW JERSEY
NEW YORK
NORTH CAROLINA
NORTH DAKOTA
OHIO
OKLAHOMA
PENNSYLVANIA
RHODE ISLAND
TENNESSEE

TEXAS

UTAH
VERMONT
WASHINGTON
WISCONSIN
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State LL.aw Overview:
Credit Freeze Legislation

Since 2005, most states have
either enacted, or considered,
Credit Freeze legislation

Credit Freeze laws permit a
consumer to provide a written
request to a credit rating
agency and prevent the
disclosure of the consumer’s
credit data without his or her
authorization
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State LLaw Overview:
Mortgage Trigeer LLeads

Connecticut legislation would prohibit the use of Mortgage
Trigger Leads.

Would prohibit any first mortgage broker or mortgage lender,
as well as any second mortgage broker or mortgage lender,
from using a “mortgage trigger lead” in connection with the
solicitation of an application for a loan or a line of credit to be
secured by a lien on residential real property.
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State Data Breach & Credit Freeze laws

= WWW.pIirg.org/consumer/credit/statelaws.htm

= www.ncsl.org/programs/lis/cip/priv/breachlaw
s.htm

Chrys D. Lemon
Mclintyre Law Firm, PLLC
cdl@mcintyrelf.com
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Federal Legislative Overview: o,
4 Important Bills Introduced in 2007 e

‘I -

Py Social Security
P aERN Number Protection
(TTIT I Act
it AT T

Personal Data Privacy

Pravention o] & Security Act of 2007

Fraudulent Access to
Phone Records Act

Data Accountability s B LS
and Trust Act Mcintyre Law Firm, PLLC

cdl@mcintyrelf.com
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Proposed FTC Rule %

Will regulate the sharing of a consumer’s “eligibility
Information” among affiliates.

Requires:

0 Clear & Conspicuous notice to consumers
0 Provision of Opt Out to consumer
0 OPEN ISSUE: What is “eligibility information™?

Chrys D. Lemon
Mclntyre Law Firm, PLLC
cdl@mcintyrelf.com
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‘ Government Agency Expectations [g

= The importance of data
security — identity theft

= Existing federal data
security laws — the alphabet
soup: GLBA Safeguards
Rule, FCRA, FTCA, HIPPA,
DLPA, FACTA Disposal
Rule

= FTC Role
- education
- regulation
- law enforcement
o ldentity Theft Task Force




Government Agency Expectations ¥

The Zen of data security

- No “one size fits all” answer

- A culture of security

- data security as a process

- breach does not equal violation

- must have reasonable and appropriate
measures to protect sensitive consumer
Information

Joel Winston - Federal Trade Commission
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Government Agency Expectations ®s

N

Lessons to be learned

- If you make a claim, it needs to be accurate

- be aware of common security threats

- protect your data — physical/electronic security

- know with whom you are sharing information and monitor them.
Service providers

- don’t collect/retain information you don'’t need

- proper disposal

- restrict access to those who need it. Taking data off-site
- train your employees

- create a plan and review it regularly

16



Standardized LLanguage for Privacy :1-%
Notices

Gramm-Leach-Bliley
Act financial privacy
notices

As useful as “socks on
a rooster”

Inter-agency notice
simplification project




Data Sharing Restrictions

Privacy policies
GLBA sharing rules

Fair Credit Reporting Act “permissible
purpose” rules

Affiliate Marketing Rule
SSN restrictions




Information Resource

www.ftc.gov

Joel Winston - Federal Trade Commission
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Balancing Risk & Reality

Lisa R. Patania
February 22, 2005
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“In the financial services industry, acquiring and retaining customers basically depends on how well you service them
and how much they trust your organization with their money. Information security is critical to delivering the best service
you can deliver, while reinforcing the perception of trust.”

Source Works 07/2003

Bankof America __
= -




Who & How

“Good Guys” and “Bad Guys”

Regulators, Fraudsters, Identity Theft, Competitors, Vendor/Suppliers

_ =
Workspace Environment Virtual Environment Voice Environment
-Physmgl security *Encryption <Authentication routines
*Paper intensive «System access controls Password protection

Associate awareness & education
Policies and procedures
Effective assessment and monitoring controls
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‘ Budgeting

Pay now
Foundational
o Policy & Procedures
o Training program
o Monitoring controls
Technology solutions
o Encryption tools

O

Pay later
Litigation
Brand erosion
Breach calculator

o Incident Costs (marketing,
Investigations etc.)

Personnel costs
Customer Credit Monitoring
Legal damages
Lost Revenue

o O O o

Bankof America __
7 I



Customer Experience

Know your customer

0 Authentication routines

o Opt out programs

Privacy a “Driver of Delight”

0 Build trust
0 Simple language — avoid jargon
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Optional Product
Marketing (OPM) can S

The Risks And Re“-

generate per loan
revenues of $2, $6, or
even $14+.

of cxponential revenug

s trvio, IE does nnl | appear
that alther prbac

assignad iha approp

This #2 cvideneed BY o go

OPM can easily reach :

six figures for the == "
smaller servicer and B

well exceed seven gy
figures for the mid-
large-sized shops.

ursariptian imarmatin avalable anine o www. s anllne. o

B ey | e i T

Greg S. Genua - Certified Information

Privacy Professional (CIPP) =




rivacy Compliant Cross-Marketing

Key Drivers: Cost to service, cost by function, portfolio characteristics,
average # of loans serviced, average loan balance & age, churn, billing

communications, etc.

Figure 1
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Greg S. Genua - Certified Information
Privacy Professional (CIPP)
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Privacy Compliant Cross-Marketing *s

If Strategic Marketing Partner [SMP] can’t
define process(es)
provide track record
demonstrate compliance
explain requirements

Then SMP can't
Provide necessary protections

27



Loan Servicing Basics

Origination

Loan Origination
Process

Deboarding at Goodbye Ltr
the Originator

Loan Transfer Process

Loan Information
Added to Portfolic
DB / Platform

Boarding at the
Servicer

Welcome Ltr sent by
Servicer

Initial Privacy Notice Sent

Customer Billing
Communication Method

by Servicer

New Customer Loan
Loan Information
added to Print

Monthly Billing

st Statement can include:

"Understanding Your

Statement", WebSite

Fe

Customer receives
1st Monthly
Statement

atures buckslip, privacy
notice, etc.

Vendor File Statement

]

v

Outbound CSR
Welcome Call

ACH Payment Monthly Coupon

Set-up Book Customer receives

2nd and Subsequent
v Monthly Statements

()]
c
8
2
[}
(2}

Customer
makes
mortgage
A payment

Mortgage Payment Received at
Servicer receives and LockBox
applies payment.
Cashiering Dept.

o

Servicer separates AF Premium,
reconciles, sends premium [via

wire transfer/check]
T Cross Marketing

i Opportunities: 2nd
page, buckslip, text
message.

Cross-Mrktg Partner receives premium,
remittance file

Cross-
Marketing

Greg S. Genua - Certified Information
Privacy Professional (CIPP)




CSR Agent Transfer Basics: Cross Marketing in Mortgage Servicing

Marketing Campaign

Technology
Requirements:
Interface;
Takeback &
Transfer

Create
Reporting

Apply
Selection
Criteria

Select
Product

y

Agent Establish &
Incentives Test 800#

Approve
Script(s)

nrollment
Effective
Date

Schedule
Campaign
Date(s)

CSR Dept
Mgmt
Notification

Disseminate
Copies of Script

\_/—\ v

CSR
Agent
Training

SMP Inbound

TM Training

c
=2
©
a
1S
S
&

Launch
Meeting(s)
Mgrs, Agents &
PMG Rep(s)

CSR Agent Monitor &
Call Review Reports
Monitoring

Adjust Script
Retrain Agents as
needed

Review Campaign
Results Adjust Product
Selection as needed

PMG /
Servicer
Monthly or Bi-
Monthly Mtg

Fulfillment

Enrollment

Normal SMP
Fulfillment
Process

Customer
Receives

SMP sends

Fulfillment Kit

\_/—\

ADD/Delete
File to Servicer

Billing &
Remittance

y

Servicer
Adjusts
Mortgage
Payment

Next Payment

Monthly Statement |
reflects new J
$ Amount

Customer sends
payment to
Servicer LockBox

Servicer spreads/applies
payment

Servicer Remits

payment to SMP

with reconciliation
file

SMP Receives
Payment and
reconciles file

Greg S. Genua - Certified Information
Privacy Professional (CIPP)




Privacy Compliant Cross-Marketing 4

Systematic approach to
designing Cross-Sell
Marketing

Every aspect should be
understood at the
beginning.

Clear definition of roles
and responsibilities.




Best Practices

Internal Awareness
o Current legal requirements

0 Associate/employee training
o Effective monitoring & control process

Testing Outsourcing Vendors
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Panelists Information

Greg S. Genua, CIPP, LUTCF
Independent Consultant
4329 S. Chestnut Ave
Broken Arrow, OK 74011
Telephone: (918) 451-2247
Fax: (918) 455-3236

re enua.us

Greg has been in the Financial Services Industry over 18 years. He
has served on the National MBA Servicing Conference Planning
Committee for the last 11 years, coordinating, moderating and
speaking at various industry events and facilitating Servicing
Manager’'s Workshop sessions.

His areas of expertise include Revenue Growth through Ancillary
Income and Optional Product Marketing, Privacy Compliance,
Strategic Planning, Product and Business Development, Multi-
Channel Distribution Methods, Performance Benchmarking, Fiscal
Management and Controls, Operational Process Mapping and
Improvement, Vendor Relationship Management and Contract
Negotiations.

Greg is a Certified Information Privacy Professional (CIPP), holds
insurance licenses in 5 states, and is near completion on his Masters
Degree in Business Administration.

Chrys D. Lemon, Attorney, Partner
MCcINTYRE LAW FIRM, PLLC
Attorneys and Counselors at Law
Madison Office Building

1155 15th Street, N.W.

Suite 1101

Washington, D.C. 20005
Telephone (202) 659-3900

FAX (202) 659-5763
cdl@mcintyrelf.com

Mr. Lemon is a partner in Mcintyre Law Firm, PLLC, practicing
primarily in the financial services area. His firm counsels financial
Institutions and insurance firms on how to structure bank-insurance
and debt protection marketing programs to comply with federal and
state law, including requirements regarding financial privacy,
consumer protection, licensing and telemarketing. He is a co-author
of The Federal and State Regulation of Debt Cancellation Contracts
and Debt Suspension Agreements (2005) and is Chairman of the
Subcommittee on Insurance and Debt Protection Services of the
American Bar Association’s Banking Law Committee.

Mr. Lemon received a B.S. in Economics from the United States Air
Force Academy in 1980, a law degree from American University, and
a master of laws in Taxation from Georgetown University Law
Center. Before practicing law, Mr. Lemon was a pilot in the United
States Air Force, instructing student pilots in the T-38 jet trainer, and
worked as an analyst in the Office of the Secretary of Defense. He is
aédrlnitt%d to practice law in Maryland, Virginia and the District of
olumbia.
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Panelists Information

Lisa Patania, Business Operations Executive
Consumer Real Estate
Bank of America.
NC1-014-12-33 ive
200 S. College Street, 12th Floor

Charlotte, NC 28255 rar)
Tel: 704-387-8275
Fax: 704-388-6545
Lisa.R.Patania@bankofamerica.com

Joel Winston, Associate Director

Division of Privacy and Identity Protection
Federal Trade Commission

600 Pennsylvania Ave. NW, NJ-3119
Washington, DC 20580

(202) 326-3153

jwinston@ftc.gov

ORI 1] [T ITIETS

Lisa Patania is the Business Operations Executive for Consumer
Real Estate at Bank of America. In this role Patania oversees
Consumer Real Estate’s Business Operations Team. She is
responsible for customer delight, executive relations as well as

Joel Winston is Associate Director of the Division of Privacy and
Identity Protection of the Federal Trade Commission's Bureau of
Consumer Protection. That Division has responsibility over consumer
: 1 g &N : privacy and data security issues, identity theft, and credit reporting
operations risk management which include Customer Information matters, among other things. Mr. Winston is currently serving on the

Protection, AML, fraud, Line of Business Self Assessment and the federal government's Identity Theft Task Force, which was created
Quality Assurance review process. by President Bush in March 2006.

Patania joined the company in 1984 as Personal Banker. With over Prior to his current position, Mr. Winston was Associate Director of

20 years of experience she has lead and executed process the FTC's Division of Financial Practices and, previous to that,

improvements toward increased revenues, client satisfaction and Assistant Director in the FTC's Division of Advertising Practices.
shareholder value.

. . Mr. Winston is a frequent speaker and provides guidance and advice
Lisa’s experiences have enabled her to become a leader at d P P g

2 I : o ; 3 to the business and legal communities on consumer protection
delivering integrated solutions within and across business lines. issues. He received his undergraduate and law degrees from the

University of Michigan.
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