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What keeps me up at nighté

Â Criminals ïare not packing up and leaving with 
the advent of ñfull docò loans

Â Hackers and crimeware or malware

Â Identity Thieves fully recognizing how profitable 
mortgage loans can be

Â Servicing ïare we re-working the same loans 
that are the result of the current environment, 
without any changes

Â The mind-set ñno one else is doing itò

Â Elder and child identity abuse



How identity thieves get your personal 

information:

Â They get information from businesses or other institutions by: 
Â stealing records or information while they're on the job 
Â Bribing or conning an employee who has access to these records 
Â hacking these records 

Â They may steal your mail, including bank and credit card statements, 
credit card offers, new checks, and tax information. 

Â They may rummage through your trash, the trash of businesses, or 
public trash dumps in a practice known as "dumpster diving."

Â They may get your credit reports by abusing their employer's 
authorized access to them, or by posing as a landlord, employer, or 
someone else who may have a legal right to access your report.

Â Obituaries



How identity thieves get your 

personal information
Â They may steal your credit or debit card numbers by capturing the 

information in a data storage device in a practice known as 
"skimming." They may swipe your card for an actual purchase, or 
attach the device to an ATM machine where you may enter or swipe 
your card.

Â They may steal your wallet or purse.

Â They may complete a "change of address form" to divert your mail 
to another location. 

Â They may steal personal information they find in your home. 

Â They may steal personal information from you through email or 
phone by posing as legitimate companies and claiming that you 
have a problem with your account. This practice is known as 
"phishing" online, or pretexting by phone. 



Recent Statistics on ID Theft

ÂOnline Threats Adapt ïMBA Tech 
Newslink Feb. 2008

Â31.6 million phishing scams first half 2007 
according to Microsoft Security Intelligence

ÂPhishing remains most popular method to 
attach online users 

ÂUsing information from phishing criminals 
attack call centers and IVR sysems for 
account takeovers


