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MBA Technology Thrusts

e Transactional Data Stand

(Mortgage Industry Standard
Organization)

e Data Security — REFSMO

(Real Estate Finance Securit
Organization)

e Electronic Mortgage Stan
(eMortgage Workgroup)




MISMO: TransacsiiziNsziel
Standards for thENRENSHY,



mata Standards
Impo\n

e Codst-effectively collect data
partners & service providerst
business decisions electronic

e Provide confidencein data an

— Understand data definition
characteristics

— Encourage consistent usag
e A common language for all u



MISMQO Overview

e L aunched by MBA in Januar

— 90 subscriber companies, 500+

— Fannie, Freddie, lenders, vendo
(credit, title, appraisal, flood),

e Developing XML transaction
— Foundation for real estate indu

— Trading partners can extend/ex

e Multiple standards discussion

— (AARTT/REIPA, Appraisal In
XBRL, NAR/RETS, ACORD,
etc.)




MISMO Deliverables

e Industry Business Data Dicti
— Approx 2000 data elements, go
e Industry-standard XML DTD
Definitions)
e 6 Process-area DTDs currently
e 14 to bereleased in January 20
e Engineering guidelinesfor cr

e Implementation Guidesto bul
transactions (by process area)




MISMO Organization

e Governance Committee
— Guides the policy and administr
— 16 members from across industr

e \Workgroups

— Process-focused industry partici
needs for specific business areas

— Architecture WG defines techni
process groupings and administ
— eMortgage WG defines electroni

UETA, and how to support eMo
Security




MISMO-~Qrganization

Legal Core - /

eMortgage 1

R

Closing Servicing Underwriting
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How MISMQO Works
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REFSM
Industry-Standard




What 1s-PKI?

e “Public Key Infrastructure”
e Technology infrastructure for

e Public/private key encryption
data to flow between previou
— Data encrypted for secure busi

— Each user has public key (provi
partners, etc) and private key/p

— Dataencrypted with public key
with private key, and vicelver

e Keys managed by Certificate




Benefits-of PKI

e Authentication: Confirmuser ide
— Requires private digital certificate anc
— Stronger than simple user id and pass
e Confidentiality: Maintain data pri
— Dataencrypted for secure transmissio
e Integrity: Detect data tampering
— Digital signatures detect (but don’t pr¢
e Non-repudiation: Proof of particif
— Technical proof that an individual’s p

— Enablestrust between entities previo
— Not infallible — private key or softwar
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e Identify you on the Intern
e Issued by atrusted third party
Certificate Authority (CA)

e CA will offer arange of certif
level of inquiry used to confir
Individual

Certificates can be issued in response to

— Caertificates can be issued after receiving t
address, and other personal information in

— Caertificates can be issued once a person
registered credentials and /or after a perso
Investigated




T

Digital Sighnatures

e Electronic fingerprints of m
private key (using a hashing
certifi categl

e Not the same as electronic sig

— Scans of handwritten signatur
— Electronic “penned” signatures

e Unlike“wet” signatures...
— Digital Signature differsfor

— Document contents and origin
and verification)




muthority

e Accepts applicationsfor c

e Verifiesthe identity of th
company applying for the
® |ssues certificates

® Revokes certificates
(CRL = Certificate Revocati

e Provides information abo
that it hasissued in aRep




Trusted Authority Model

e Thisisasopposedto “root” o

e The Rea Estate Financial Ser
more than just CA services

e Liability protection for relyin
authorization checking hasb

e \Worry-free use of certificate
Including legal, are adhered t
parties




Participant Analogies Between

Credit Cards an

e Credit Card Moded °

— Card Issuer
— Card Holder
— Merchant




How the Real Estate PKI will

be set up (“4 cor




Here’s Where RKI Can Help

e PK| can enable applicatio
securely and efficiently o

— Loan origination/underwri
— Loan delivery to investors
— Secondary market deal m
— Servicing transactions

— Mortgage-related docum
— Secure electronic recordin



Benefits of Having a Common PKI

e Avoids Need for Multiple
e Minimizes Number of Rul
e Reduces Exposureto RI

e Cheaper Overall Systems




MBA PKMNnitiative

e Started in September 199

e Fannie Mae and Freddie
Security Working Group

— Numerous working group
— PKI documentation develo
— Interest In Initiative has co

e Led to formation of REF




XFSMO

(Real Estate Finance Security Nt Organizati

e Project moniker for MBA PK
e Members from acrosstheind

e Red Estate (PKI) and securit
fraud, etc)

e Plugsinto MISMO XML sta
e Also based on security indust
e Meant to serve asthe basisfo



REFSMO During 2001

e MBA selected Digital Sig
(DST) as preferred CA pr

e DST supportsapolicy m
ABA

e MBA partnered with AB
digital certificates (Trustl




Long Term View

e Responsibilities
— Management of Certificate Poli

— Management of TrustID® Rul
and network fees

— Annual Certification of Trustl
— Advocacy for TrustiD®
— Marketing TrustID®

— Management of the guidelines
entity




eMortgag
Standards for t




eMortga ISSIoN

e Build upon and extend curren
data standards

— Reuse industry-standard dat
areaworkgroups

e Develop requirementsand r
fully electronic mortgage pro
— Cost savingsto all partiesinvol

— Increased efficiency and liquidi
marketplace




eMortgage-Qverview

e Kicked off in January, regul

e Adopted mission statement &
to existing MISMO proc

e Created industry guidelinesf
functional, and operational r

e Tackled technology infrastru
XHTML, transferable record,

e Ddlivered 1.0 draft recomm
INn October 2001 at MBA ann



m eMortgage

ISMO
Organization

L egal Advisory

eDocPrep  eClosing Orig/U/W  eVa



eMortgage-Structure

e Main group approx 170

e Two Advisory Panels
— Legal Core & Technology
— Review issues of broad int
— Provide consensus opinion

e Eight Focus Groups
— Working on specific functi
— 3 - 25 members each




eMortgage Advisory Groups

e Lega Core

— Reviews legal questions escalat
or other Workgroups

— Focused on ESIGN and UETA

— Maintains Issues List and Con
e “Living” document

o Updated as new issues are add
on each issue

e Technology
— Reviews broad technology qu
— Compares/contrasts possiblet



eMortgage Focus Areas

e Closing (including identif
authentication, through to
funds dispersal, including

® Pre-Closing (including: o
underwriting, document p

e Post-Closing (including: |
vaulting/archival)




eMortgage Visualization

Digital <
Signature of
Signer




\Conctlsions

e Mortgages are acomplic
the pieces of the puzzlen
together faster and easier

e Security and standardi zati




Question




