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Building a Secure eco-system

Most PKI / Digital ID initiatives fail for
business or socio-political reasons rather
than technology reasons

o Confusion about trust and liability concerns

An Ideology to adopt

o One does not do security but one does things
securely

o We don’t need security products but products
that are secure

Trust services (CAs and ID brokers) are the
nexus of the secure eco-system
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Parts of the secure eco-system

Dial tone level interoperability dependability of
elements

The Lego blocks are:
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Standards
Products (Products that have built in security)
Services (FlIs, CAs, Clearing houses, Directories)

Development Tools (Easy integration of applications into
the trust fabric)

Mature Operational practices
Policies

Business models (Cost of security vs. fraud / manual
processes / non-action)

Legal Environment (Contract and other laws that
accommodate the distributed nature of the net)
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Today

Security Standards - WSS

Ws- , o
SecureConversation WS-Federation W-Authorization
WS-Policy WS-Trust WS-Privacy
WS-Security

SOAP Foundation
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